CONFIDENTIAL

PUBLIC INSTITUTIONAL RESTRICTED DATA RESEARCH DATA
DATA
STORAGE*
SUBJECTTO | GoNTAINING
PUBLIC CONFIDENTIAL FERPA Pll HIPAA PCI EXPORT SENSITIVE
CONTROLS
DATA
Local Machines** X X X
Employee Personal Devices** X X X X X X
Box (USU accounts) X X
Aggie Shares X X X
Local Storage on Dedicated Server* X X
Storage with Third-Party SaaS X
Google Drive/Apps (USU Accounts) X X X X X
Microsoft OneDrive/Office365 (USU
Accounts) X X X X X
Service Now X X X
Dropbox/Copy X X X X X X X
Digital Commons (Library Repository) X X X X X X X

*Storage can be used to store, process, or transmit these data types so long as it complies with University
Policies,federal laws and regulations. Storage locations applies to USU accounts, not personal accounts.

**Local Machines and Personal Devices can be used to interact with data on approved designated network, but are
not considered long term storage devices. Devices accessing restricted data must meet USU's required computer

security standards.

(yellow check mark)= TBD, based upon contractual agreements




